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AGENCY OF HUMAN SERVICES’ CUSTOMARY CONTRACT/GRANT PROVISIONS

1. Definitions: For purposes of this Attachment F, the term “Agreement” shall mean the form of the contract or grant, with all of its parts, into which this Attachment F is incorporated. The meaning of the term “Party” when used in this Attachment F shall mean any named party to this Agreement other than the State of Vermont, the Agency of Human Services (AHS) and any of the departments, boards, offices and business units named in this Agreement.  As such, the term “Party” shall mean, when used in this Attachment F, the Contractor or Grantee with whom the State of Vermont is executing this Agreement.  If Party, when permitted to do so under this Agreement, seeks by way of any subcontract, sub-grant or other form of provider agreement to employ any other person or entity to perform any of the obligations of Party under this Agreement, Party shall be obligated to ensure that all terms of this Attachment F are followed.  As such, the term “Party” as used herein shall also be construed as applicable to, and describing the obligations of, any subcontractor, sub-recipient or sub-grantee of this Agreement.  Any such use or construction of the term “Party” shall not, however, give any subcontractor, sub-recipient or sub-grantee any substantive right in this Agreement without an express written agreement to that effect by the State of Vermont.  

2. Agency of Human Services:  The Agency of Human Services is responsible for overseeing all contracts and grants entered by any of its departments, boards, offices and business units, however denominated.  The Agency of Human Services, through the business office of the Office of the Secretary, and through its Field Services Directors, will share with any named AHS-associated party to this Agreement oversight, monitoring and enforcement responsibilities.  Party agrees to cooperate with both the named AHS-associated party to this contract and with the Agency of Human Services itself with respect to the resolution of any issues relating to the performance and interpretation of this Agreement, payment matters and legal compliance.  

3. Medicaid Program Parties (applicable to any Party providing services and supports paid for under Vermont’s Medicaid program and Vermont’s Global Commitment to Health Waiver):

Inspection and Retention of Records: In addition to any other requirement under this Agreement or at law, Party must fulfill all state and federal legal requirements, and will comply with all requests appropriate to enable the Agency of Human Services, the U.S. Department of Health and Human Services (along with its Inspector General and the Centers for Medicare and Medicaid Services), the Comptroller General, the Government Accounting Office, or any of their designees: (i) to evaluate through inspection or other means the quality, appropriateness, and timeliness of services performed under this Agreement; and (ii) to inspect and audit any records, financial data, contracts, computer or other electronic systems of Party relating to the performance of services under Vermont’s Medicaid program and Vermont’s Global Commitment to Health Waiver.  Party will retain for ten years all documents required to be retained pursuant to 42 CFR 438.3(u).

Subcontracting for Medicaid Services:  Notwithstanding any permitted subcontracting of services to be performed under this Agreement, Party shall remain responsible for ensuring that this Agreement is fully performed according to its terms, that subcontractor remains in compliance with the terms hereof, and that subcontractor complies with all state and federal laws and regulations relating to the Medicaid program in Vermont.  Subcontracts, and any service provider agreements entered into by Party in connection with the performance of this Agreement, must clearly specify in writing the responsibilities of the subcontractor or other service provider and Party must retain the authority to revoke its subcontract or service provider agreement or to impose other sanctions if the performance of the subcontractor or service provider is inadequate or if its performance deviates from any requirement of this Agreement.  Party shall make available on request all contracts, subcontracts and service provider agreements between the Party, subcontractors and other service providers to the Agency of Human Services and any of its departments as well as to the Center for Medicare and Medicaid Services.

Medicaid Notification of Termination Requirements:  Party shall follow the Department of Vermont Health Access Managed-Care-Organization enrollee-notification requirements, to include the requirement that Party provide timely notice of any termination of its practice.  

Encounter Data: Party shall provide encounter data to the Agency of Human Services and/or its departments and ensure further that the data and services provided can be linked to and supported by enrollee eligibility files maintained by the State. 

Federal Medicaid System Security Requirements Compliance: Party shall provide a security plan, risk assessment, and security controls review document within three months of the start date of this Agreement (and update it annually thereafter) in order to support audit compliance with 45 CFR 95.621 subpart F, ADP System Security Requirements and Review Process. 

4. Workplace Violence Prevention and Crisis Response (applicable to any Party and any subcontractors and sub-grantees whose employees or other service providers deliver social or mental health services directly to individual recipients of such services):

Party shall establish a written workplace violence prevention and crisis response policy meeting the requirements of Act 109 (2016), 33 VSA §8201(b), for the benefit of employees delivering direct social or mental health services.  Party shall, in preparing its policy, consult with the guidelines promulgated by the U.S. Occupational Safety and Health Administration for Preventing Workplace Violence for Healthcare and Social Services Workers, as those guidelines may from time to time be amended.

Party, through its violence protection and crisis response committee, shall evaluate the efficacy of its policy, and update the policy as appropriate, at least annually.  The policy and any written evaluations thereof shall be provided to employees delivering direct social or mental health services.

Party will ensure that any subcontractor and sub-grantee who hires employees (or contracts with service providers) who deliver social or mental health services directly to individual recipients of such services, complies with all requirements of this Section.

5. Non-Discrimination:

Party shall not discriminate, and will prohibit its employees, agents, subcontractors, sub-grantees and other service providers from discrimination, on the basis of age under the Age Discrimination Act of 1975, on the basis of handicap under section 504 of the Rehabilitation Act of 1973, on the basis of sex under Title IX of the Education Amendments of 1972, and on the basis of race, color or national origin under Title VI of the Civil Rights Act of 1964.  Party shall not refuse, withhold from or deny to any person the benefit of services, facilities, goods, privileges, advantages, or benefits of public accommodation on the basis of disability, race, creed, color, national origin, marital status, sex, sexual orientation or gender identity as provided by Title 9 V.S.A. Chapter 139. 

No person shall on the grounds of religion or on the grounds of sex (including, on the grounds that a woman is pregnant), be excluded from participation in, be denied the benefits of, or be subjected to discrimination, to include sexual harassment, under any program or activity supported by State of Vermont and/or federal funds. 

Party further shall comply with the non-discrimination requirements of Title VI of the Civil Rights Act of 1964, 42 USC Section 2000d, et seq., and with the federal guidelines promulgated pursuant to Executive Order 13166 of 2000, requiring that contractors and subcontractors receiving federal funds assure that persons with limited English proficiency can meaningfully access services. To the extent Party provides assistance to individuals with limited English proficiency through the use of oral or written translation or interpretive services, such individuals cannot be required to pay for such services.

6. Employees and Independent Contractors:

Party agrees that it shall comply with the laws of the State of Vermont with respect to the appropriate classification of its workers and service providers as “employees” and “independent contractors” for all purposes, to include for purposes related to unemployment compensation insurance and workers compensation coverage, and proper payment and reporting of wages.  Party agrees to ensure that all of its subcontractors or sub-grantees also remain in legal compliance as to the appropriate classification of “workers” and “independent contractors” relating to unemployment compensation insurance and workers compensation coverage, and proper payment and reporting of wages.  Party will on request provide to the Agency of Human Services information pertaining to the classification of its employees to include the basis for the classification.  Failure to comply with these obligations may result in termination of this Agreement.

7. Data Protection and Privacy:

Protected Health Information: Party shall maintain the privacy and security of all individually identifiable health information acquired by or provided to it as a part of the performance of this Agreement.  Party shall follow federal and state law relating to privacy and security of individually identifiable health information as applicable, including the Health Insurance Portability and Accountability Act (HIPAA) and its federal regulations. 
Substance Abuse Treatment Information: Substance abuse treatment information shall be maintained in compliance with 42 C.F.R. Part 2 if the Party or subcontractor(s) are Part 2 covered programs, or if substance abuse treatment information is received from a Part 2 covered program by the Party or subcontractor(s).
Protection of Personal Information: Party agrees to comply with all applicable state and federal statutes to assure protection and security of personal information, or of any personally identifiable information (PII), including the Security Breach Notice Act, 9 V.S.A. § 2435, the Social Security Number Protection Act, 9 V.S.A. § 2440, the Document Safe Destruction Act, 9 V.S.A. § 2445 and 45 CFR 155.260.  As used here, PII shall include any information, in any medium, including electronic, which can be used to distinguish or trace an individual’s identity, such as his/her name, social security number, biometric records, etc., either alone or when combined with any other personal or identifiable information that is linked or linkable to a specific person, such as date and place or birth, mother’s maiden name, etc.
Other Confidential Consumer Information:  Party agrees to comply with the requirements of AHS Rule No. 08-048 concerning access to and uses of personal information relating to any beneficiary or recipient of goods, services or other forms of support.  Party further agrees to comply with any applicable Vermont State Statute and other regulations respecting the right to individual privacy.  Party shall ensure that all of its employees, subcontractors and other service providers performing services under this agreement understand and preserve the sensitive, confidential and non-public nature of information to which they may have access.
Data Breaches: Party shall report to AHS, though its Chief Information Officer (CIO), any impermissible use or disclosure that compromises the security, confidentiality or privacy of any form of protected personal information identified above within 24 hours of the discovery of the breach.  Party shall in addition comply with any other data breach notification requirements required under federal or state law.

8. Abuse and Neglect of Children and Vulnerable Adults:

Abuse Registry.  Party agrees not to employ any individual, to use any volunteer or other service provider, or to otherwise provide reimbursement to any individual who in the performance of services connected with this agreement provides care, custody, treatment, transportation, or supervision to children or to vulnerable adults if there has been a substantiation of abuse or neglect or exploitation involving that individual. Party is responsible for confirming as to each individual having such contact with children or vulnerable adults the non-existence of a substantiated allegation of abuse, neglect or exploitation by verifying that fact though (a) as to vulnerable adults, the Adult Abuse Registry maintained by the Department of Disabilities, Aging and Independent Living and (b) as to children, the Central Child Protection Registry (unless the Party holds a valid child care license or registration from the Division of Child Development, Department for Children and Families).  See 33 V.S.A. §4919(a)(3) and 33 V.S.A. §6911(c)(3).

Reporting of Abuse, Neglect, or Exploitation.  Consistent with provisions of 33 V.S.A. §4913(a) and §6903, Party and any of its agents or employees who, in the performance of services connected with this agreement, (a) is a caregiver or has any other contact with clients and (b) has reasonable cause to believe that a child or vulnerable adult has been abused or neglected as defined in Chapter 49 or abused, neglected, or exploited as defined in Chapter 69 of Title 33 V.S.A. shall: as to children, make a report containing the information required by 33 V.S.A. §4914 to the Commissioner of the Department for Children and Families within 24 hours; or, as to a vulnerable adult, make a report containing the information required by 33 V.S.A. §6904 to the Division of Licensing and Protection at the Department of Disabilities, Aging, and  Independent Living within 48 hours. Party will ensure that its agents or employees receive training on the reporting of abuse or neglect to children and abuse, neglect or exploitation of vulnerable adults. 

9. Information Technology Systems:

Computing and Communication: Party shall select, in consultation with the Agency of Human Services’ Information Technology unit, one of the approved methods for secure access to the State’s systems and data, if required. Approved methods are based on the type of work performed by the Party as part of this agreement. Options include, but are not limited to: 

1. Party’s provision of certified computing equipment, peripherals and mobile devices, on a separate Party’s network with separate internet access. The Agency of Human Services’ accounts may or may not be provided. 

2. State supplied and managed equipment and accounts to access state applications and data, including State issued active directory accounts and application specific accounts, which follow the National Institutes of Standards and Technology (NIST) security and the Health Insurance Portability & Accountability Act (HIPAA) standards.

Intellectual Property/Work Product Ownership: All data, technical information, materials first gathered, originated, developed, prepared, or obtained as a condition of this agreement and used in the performance of this agreement -- including, but not limited to all reports, surveys, plans, charts, literature, brochures, mailings, recordings (video or audio), pictures, drawings, analyses, graphic representations, software computer programs and accompanying documentation and printouts, notes and memoranda, written procedures and documents, which are prepared for or obtained specifically for this agreement, or are a result of the services required under this grant -- shall be considered "work for hire" and remain the property of the State of Vermont, regardless of the state of completion unless otherwise specified in this agreement. Such items shall be delivered to the State of Vermont upon 30-days notice by the State. With respect to software computer programs and / or source codes first developed for the State, all the work shall be considered "work for hire,” i.e., the State, not the Party (or subcontractor or sub-grantee), shall have full and complete ownership of all software computer programs, documentation and/or source codes developed. 

	Party shall not sell or copyright a work product or item produced under this agreement without explicit permission from the State of Vermont.

	If Party is operating a system or application on behalf of the State of Vermont, Party shall not make information entered into the system or application available for uses by any other party than the State of Vermont, without prior authorization by the State. Nothing herein shall entitle the State to pre-existing Party’s materials. 

Party acknowledges and agrees that should this agreement be in support of the State's implementation of the Patient Protection and Affordable Care Act of 2010, Party is subject to the certain property rights provisions of the Code of Federal Regulations and a Grant from the Department of Health and Human Services, Centers for Medicare & Medicaid Services.  Such agreement will be subject to, and incorporates here by reference, 45 CFR 74.36, 45 CFR 92.34 and 45 CFR 95.617 governing rights to intangible property.  

Security and Data Transfers: Party shall comply with all applicable State and Agency of Human Services' policies and standards, especially those related to privacy and security. The State will advise the Party of any new policies, procedures, or protocols developed during the term of this agreement as they are issued and will work with the Party to implement any required. 

Party will ensure the physical and data security associated with computer equipment, including desktops, notebooks, and other portable devices, used in connection with this Agreement. Party will also assure that any media or mechanism used to store or transfer data to or from the State includes industry standard security mechanisms such as continually up-to-date malware protection and encryption. Party will make every reasonable effort to ensure media or data files transferred to the State are virus and spyware free. At the conclusion of this agreement and after successful delivery of the data to the State, Party shall securely delete data (including archival backups) from Party’s equipment that contains individually identifiable records, in accordance with standards adopted by the Agency of Human Services. 

Party, in the event of a data breach, shall comply with the terms of Section 7 above.

10. Other Provisions:

Environmental Tobacco Smoke. Public Law 103-227 (also known as the Pro-Children Act of 1994) and Vermont’s Act 135 (2014) (An act relating to smoking in lodging establishments, hospitals, and child care facilities, and on State lands) restrict the use of tobacco products in certain settings. Party shall ensure that no person is permitted: (i) to use tobacco products or tobacco substitutes as defined in 7 V.S.A. § 1001 on the premises, both indoor and outdoor, of any licensed child care center or afterschool program at any time; (ii) to use tobacco products or tobacco substitutes on the premises, both indoor and in any outdoor area designated for child care, health or day care services, kindergarten, pre-kindergarten, elementary, or secondary education or library services; and (iii) to use tobacco products or tobacco substitutes on the premises of a licensed or registered family child care home while children are present and in care. Party will refrain from promoting the use of tobacco products for all clients and from making tobacco products available to minors.

Failure to comply with the provisions of the federal law may result in the imposition of a civil monetary penalty of up to $1,000 for each violation and/or the imposition of an administrative compliance order on the responsible entity.  The federal Pro-Children Act of 1994, however, does not apply to portions of facilities used for inpatient drug or alcohol treatment; service providers whose sole source of applicable federal funds is Medicare or Medicaid; or facilities where Women, Infants, & Children (WIC) coupons are redeemed.

2-1-1 Database: If Party provides health or human services within Vermont, or if Party provides such services near the Vermont border readily accessible to residents of Vermont, Party shall adhere to the "Inclusion/Exclusion" policy of Vermont's United Way/Vermont 211 (Vermont 211), and will provide to Vermont 211 relevant descriptive information regarding its agency, programs and/or contact information as well as accurate and up to date information to its database as requested. The “Inclusion/Exclusion” policy can be found at www.vermont211.org.

Voter Registration:  When designated by the Secretary of State, Party agrees to become a voter registration agency as defined by 17 V.S.A. §2103 (41), and to comply with the requirements of state and federal law pertaining to such agencies.

Drug Free Workplace Act:  Party will assure a drug-free workplace in accordance with 45 CFR Part 76.

Lobbying: No federal funds under this agreement may be used to influence or attempt to influence an officer or employee of any agency, a member of Congress, an officer or employee of Congress, or an employee of a member of Congress in connection with the awarding of any federal contract, continuation, renewal, amendments other than federal appropriated funds.  
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